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Toro algebraico de tipo Norma sobre una extension
abeliana de Galois

Algebraic norm type tori defined over abelian Galois
extension

Huber Martinez Rodriguez'*, Pedro Luis Del Angel Rodriguez?, Jorge Estrada Sarlabous?

Resumen El toro algebraico de tipo norma introducido para aplicaciones criptograficas por Karl Rubin y Alice
Silverberg, ha sido estudiado sobre una extension ciclica finita L/k y mas especificamente cuando k = F,
y L =TF,. El presente articulo brinda una descripcion algebraica del toro de tipo norma cuando es definido
sobre L y L/k es una extension finita, abeliana y no ciclica con grupo de Galois G isomorfo a C,r x Cps. Por
otro lado, describe el grupo de puntos L-racionales y los k-racionales para diferentes primos p cuando G es
isomorfo a C, x C,. Ademas, se demuestra que el grupo de puntos L-racionales es un subespacio vectorial en el
espacio vectorial Fp,,z sobre IF,, y mas aln se muestra que el grupo de puntos k-racionales es isomorfo a (F,,+).

Finalmente se construye un ejemplo donde se muestra como obtener sobre los campos p-adicos una extension
de Galois con grupo C, x C,,.

Abstract The algebraic norm type torus introduced for cryptographic applications by Karl Rubin and Alice
Silverberg has been studied over a finite cyclic extension L/k and more specifically when k =, and L = F.
This paper provides an algebraic norm type torus description when it is defined over L and L/k is finite, abelian
and non-cyclic extension with Galois group G isomorphic to C,» x Cps. On the other hand, describe the L-rational
points group and the k-rational points group for different prime p when G is isomorphic to C, x C,. Besides, it is
shown that the L-rational points group is a subspace in the vector space Fppz over IF,, and moreover the k-rational

points group is isomorphic to (F,,+). Finally, is showed through an example, how to construct over the p-adic
fields a Galois extension with group C, x C,,.
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1. Introduction In the works [7] and [8] the authors studied the torus

DBNL/kk
The study of mathematical objects for cryptographic ap- —
plications and codes theory is a preponderant thematic in the

actual researches. Starting from the second half of the twenty

L?lhl/k = % = ker RL/ka

century , the numeric groups played an essential role in its
applications to the cryptography and codes theory. At the end
of the same century, began to appear geometric objects for
cryptographic applications. The most clear examples are the
elliptic curves and hyperelliptic curves. The elliptic curves are
essential in the current standard applications named Elliptic
Curve Cryptography [2] [6] [3]. At the beginning of this cen-
tury other geometric objects are introduced for cryptographic
applications like algebraic norm type tori [10], this topic was
named Torus-Based Cryptography introduced in [7] [8]. The
algebraic norm type tori will be the study object in this paper.

when L/k is a cyclic extension and proposed this for cryp-
tographic applications. They say that the k-rational points
are infinity when k has characteristic zero and finity when
k has characteristic p i.e the field IF, with g a power of p.
When k =F, and L = F» then L/k is a cyclic extension and
the torus k-rational points can be applied to the cryptography.
The k-rational points are given by

Ti(k) = {a e L™ : Nyy(a) =1 whenever k CM C L}.

The present paper describes the torus 7, when L/k is a
finite, abelian and non-cyclic extension with Galois group G
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isomorphic to Cr X Cps. To do so, the structure of the article is
as follows. In the first section are given the preliminary results
for this work. Section 2 offers a complete torus descriptions
for this extensions and is proved that the torus has dimension
zero (i.e a finite number of rational points). As a particular
case, section 3 discloses the L-rational points for the torus
1)k when L/k has Galois group isomorphic to C, x Cp,. Also
it is shown trough of examples for a lot of primes p, that
the L-rational points form a subspace in the vector space
L= ]Fp ,2 over IF,. To construct the examples was programmed

in SAGE! two functions. The first function returns the torus
matrix definition named A and the second function returns for
a prime p, the rank of A and the dimension of its null space.
The final section contains the k-rational points description
for the torus 77 when L/k has Galois group isomorphic
to Cpr X Cps and is demonstrated that the k-rational points
group is isomorphic to the group (IF,, +). The difficulty here
is to find extensions with Galois group isomorphic to Cp, x Cp,
an example over the p-adic fields is given to show how to
construct these extensions.

2. Preliminary

Fix a field k and let k; be a separable extension. Let A¢
denote d-dimensional affine space, on the other hand let V be
a variety and D a set, then

VP = @5 pV 2 VIPL

If D is a group, then D acts by permutations over the sum-
mands of VP. G,, denotes the multiplicative k-group, the
reader can see [10][1] for further information.

Definition 1 L/k be a Galois extension and let V be a variety
defined over L then the Weil restriction of V over k is defines
as Ry V. Ry V is a variety over k such that its k-rational
points are isomorphic to the L-rational points of V, for more
details see [10] p. 37.

In [7] is given the following proposition that describes
some properties about Weil restriction that is given here with-
out proof.

Proposition 2 Let L/k be a Galois extension, V a variety
defined over L and H = Gal(L/k). Then

L. for every field F containing k, there is a functorial
bijection
(RL/kV)(F) ~V(F®L).

1L there are functorial morphisms Ty : Ry V. —V for all
Y € H, defined over L, such that the direct sum

Oy RV =V

is an isomorphism over L,

Open Source Mathematics Software. www.sagemath.org

UL H acts on Ry, V in fact there is a homomorphism
H — Auty(Ry V) compatible with the isomorphism
of (i) and (ii), where in (i), H acts on the second factor
OfF Ok La

Iv. if V is an algebraic group, then so is Ry ;;V, and all the
above maps preserve the group structure as well.

If Vv = G,,, then RL/kV = RL/k(Gm and by (i) we have that
(R /kGm) (k) = Gm(L) = L*.

Definition 3 An algebraic torus over k is an algebraic group
defined over k such that over k; it is isomorphic to fo,, where
d is the dimension.

Each torus T has associated a character group T=H omy (T, Gy,).
The group & = Gal(k/k) acts continuously over T also
Gal(L/k) does the same for any field L where T is split. Let T
and T be tori over k, then Homy (T, T') = Homy (T, T") fur-
thermore T 22 T’ over k if and only if 7 2 7" as a @-module.

By Prop. 2. (ii), there is an isomorphism over L between
the torus .77, and the torus

SNy
Tg :=Ker |G¢ — ) Gﬁ/H ; Y]

1AHCG
with Ny : GG — Go/H sending

(ag)gEG — ( H ay)gHeG/H-
vegH

Thus, it is similar to study the torus T over L than 77 over
L.

3. The algebraic torus T; over L

All elements in G can be written as 6'7/ for 0 <i < p" — 1
and 0 < j < p* — 1. The cyclic subgroups in G have the form
7= <Ghrk> forsome 0<h<p ' —1land0<k<p'—1.In
this case the group order is

I = (6" 7%)| = max {ord(ch),ord(rk)} -

r

max p pb
ged(h,pr)’ ged(k,p*) |’

where [ is a power of p.

Now, the torus T over L will be studied (i.e .77, over L),
when G is an abelian noncyclic p-primary group Cpr X Chps.
To prove that the torus 7, over L has dimension zero and
additionally that T is a subset in ,ull,G‘ with u,, the kernel of
r: G, — Gy, assigning B — B?, the following theorem is
given.

Theorem 4 Let G = Cyr X Cps be a finite non cyclic abelian
r S
group, whose generators are ©, T such that 6?7 =1= 17,
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then the torus T is finite i.e with dimension zero and can be
written in the form:

1 B = (B)gec € Gy :
Tg = H?:o ﬁg ohek) = 1 Vge G and )
VH = (o"1*) < G with |H|=p

Also, if B = (Bg)gcc € Tq, then BY =1 forall g € G.

Proof. The torus T defined in (1) can be written as

ﬂ Ker Ng =
1#£H<G

{Be G : Ny(B) =1V non trivial H < G}.

On the other hand, if H; and H, are subgroups of G and
H\| C H», then Ker Ny, C Ker Ny, so the intersection of the
Np’s kernels for all nontrivial subgroups H is the same as the
intersection for all minimal subgroups H, i.e the subgroups
H with |H| = p. According to the norm function definition
in (1) and using the quotient between the group G and the
minimals subgroups H with |H| = p is obtained the defining
torus equations in (2). In the definition (2) all elements in G
are used as representatives, thus there are redundant equations,
but this no affect the torus definition.

Now, the affirmation 8§ = 1 is proven. Let us take g € G
arbitrary and let Hy, Hy, ..., H,41 be the subgroups of G
with order p. It is known by [9] that there are p+ 1 order p
subgroups in G, then g can be chosen as coset representative
in the quotient G/H; foreachi=1,..., p+ 1. Now, the cosets
of g for each quotient are

[g(c™ e, g(a P!, .. (o™ ek )]

[g(c™72)°, g(c™ ). gl

|:g(6hp+l Tkp+1 )ng(cthrl »L-kp+1 )1’ . ’g(o-thrl Tkp+1 )P_1:| .

By the representation 4 is satisfied that

(pl

Hﬁ hy ki) =1
o't tki

j=0 #( ) i=1,..p+1

and consequently, multiplying for every i the equation

p+1p—1
g g)ﬁg(ﬁ/'ifki)j =1

is obtained. For j = 0, f3, is included in each term and taking
it as a common factor the following equation is achieved

p+1p—1

BT Hﬁ (chich)

i=1 j=

If (6"7%) is a cardinality p cyclic subgroup of G, then
(6"7%)| = max {ord(ch),ord(rk)} = p.

Now, let us suppose that ord(c") Ky =0or
ord(7F) = p. Tt is known that the subgroup <GOT"S71> has
cardinality p in G and hence it is the only one with 2 = 0,
consequently in the above product there is one i where h; = 0
and k; = p*~!. Without loss of generality suppose that i =
p+ 1 and so the product takes the form

L O s

i=1j

= p then ord(7

Note that all 6" 7% have ord(c") = p, otherwise it would
be zero and this was extracted from the product. The above
implies that ord (%) = 0 or ord (%) = p, for this reason k; =
Ip*~! with [ taking values 0, 1,...,p — 1. In this way k; runs
through the cardinality p subgroups generators except one
i.e. the extracted subgroups, hence there are p + 1 subgroups.
Under the above considerations and interchange the product
the equation
il p-l p=lp
e 8 P I

1i=1

is obtained.

In the last equality 77" has order p, and so taking H =
(t/7""') < G and go/ P as representative in the quotient
G/H for each fixed j the equation

)4

p—1
B, . r—1 eyt =1
11;1111;11 (gg./p )(f/p )

is achieved. Now, the equality

Z0 1 CYPREY

can be written as

p—1
ﬁ; Hﬁg(rpm)-i =1L

It is known by (2) that the product H;’;é B ( o ) ; =1, hence
gl

Proposition 5 Let L/k be an extension that contains the p-th
roots of unity with generator w and let n € N, then the map

v (L) — Byl /() = F, (1)

that sends (W'7)j—o, n—1 — ):?;(l) i; ¥ is a group isomor-
phism between (1, (L),-) and (F,[x]/(f(x)),+). The polyno-
mial f(x) with n degree in F (x|, is irreducible over F,, and 'y
is a primitive element that satisfies f(y) = 0.
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Proof. First, it is proven that y : (L) — F(y) is compat-
ible with the operations of each group, indeed

w((W - wh)jo,nm1) = w((w’f

n—1

Z ij+kj)
j=0

)+ll/((

thus the morphism transform the product of two elements in
the sum of its transformed. Also,

so y sends neutral element in the group (i, (L), -) to neutral
element in the group (Fp[x]/(f(x)),+). Lety =0,yeF,(y)
it is satisfies that y((w°) ;=1 ,) = Z;Z(l) 0 )/1 =y, beside if
there is x' = (W') o n—1 such that y(x') = Z?;(l) 0y =y,
then

n— 1

ZOY’—y

j=0

As i; > 0 for all j then the last equality is possible if and
only if all i; = 0, hence x = x" and v is injective. To prove
the surjectivity let y € IF,(y) be arbitrary and write this as
y:):;f l]}// then q/((w/)] —0,..n—1) =y. Note that i; € IF,,
forall j,ie0<i;<p—1landsow ij e U, (L) that proves the
surjectivity. m

Let go,81,---,8G/—1 be the elements of G, then by the
Proposition 5 is concluded that Tg(L) C IF,(y) and Tg(L)
can be written as

Z; 0 5 (ohtk)’ =0
IG]-1 , for i=0,...,|G|—1
Tg(L) = Z oY €Fp(y): and
=0 VH = (o"t%) < G
with |H|=p

3
Observe in the previous torus definition that each g € G was
taken as a representative in the quotient G/H with H < G such
that |H| = p, this induces redundant equations because several

gi € G correspond with the same coset in the quotient G/H.

Also the defining torus equations is transformed from the

product form to additive form, which is better for calculation.

In the present paper a particular case is studied, i.e the
torus Tg defined by G = C,, x C,, with p prime.

4. The torus T defined by G=C, xC,
with p prime

In the first time, to study the torus T for the group G =
Cp x C,, it is necessary to see the structure of all subgroups H

of order p in G, and secondly to know which are the forms of
the cosets in the quotients G/H for each H. Let G = (0, T)
where ¢ and 7 are the generators of G with 6” = 17 = 1.
The order p subgroups in G have the form (o7*) for k =
0,...,p— 1 including the subgroup (7). Keep in mind that G
has p+ 1 order p subgroups.

Let us denote Hy = (1) and Hy = (ot") fork=1,2,...,p—
1, for these subgroups the cardinality / is equal to p, thus the
elements g € G given by

0
g=0",...

) Gp_l

can be taken as coset representatives of the quotients G/H
and G/Hj, respectively. Similarly, when k = 0 we have H), =
(0),l=pand g=1° ... 777! as coset representatives. Us-
ing the fact that g and g’ € G are in the same coset in the
quotient G/H; (i.e gH; = g'Hy) if and only if g~!.g' € H;,
it is easy to prove that the coset representatives proposed
previously are inducing different cosets.

Now, let G/Hj be the quotient defined in matrix form as:

GTET%S G?Er;i G(l’grgzi

cl(t ol(t ol ()P~

(hiy) = : : . 7
o.pfi(T)O prl.(T)l o.pfl(.,c)pfl

the rows are denoting the quotient cosets of G/Hy. It is easy

to note that
B0 _ )
ij — "i+j mod p,kj mod p

(k))

where the rows of the matrix (h;;

quotient G/Hy for k=1,...,p— 1. Finally, AP = pO7 e
the transpose of h(o), where the rows denote the cosets of the
quotient G/H),. Each row in the above matrices induce a torus
defining equation over IF,, by 3.

Each matrix that represent the quotient G/Hj contains
by definition all elements of G distributed in cosets. The
L-rational points for T according to 3 are the elements

represent the cosets of the

IG]-1

Z ag,'yi € FP(,Y)
i=0

that satisfied the following equations system relating the coef-
ficients ¢, for all g € G. The equations

p—1 p—1

p—1 p—1
o =0, o i =0
jgb si(owr—1)’ j;) 2i(7)’

with g; = ¢ for i varying from 0, ..., p — 1 that correspond
to the quotients G/H,G/Ha, .. G/H,J 1 and G/H respec-
tively. Besides, the equations Y2~ ya 0 % (o)) = 0 with g; = 7/

for i varying from 0,...,p — 1 that correspond with G/H,.
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Hence the torus T can be described in details from these
equations. Note that, as we are using a representative of each
coset without repetitions, then in the torus definition 3, the re-
dundant equations disappear and we have p(p + 1) equations
in total.

Now, let us take A as the matrix that produces the equa-
tions system Ao = 0 defining the torus T with

o= (agl,agz,...,agpz) €F

the variables vector. Each column in the matrix A corresponds
with the variables o,;, and the same time these are organized
using the column disposition in 4(?) (it is known that A(%)
contains all elements of G organized in cosets) i.e.

0 0 0
81 = hé)7(>)ag2 = hg’())r"?gp :h;2170

0 0 0
8p+1 = h(()vl)angrZ = hg’iv y82p = hﬁ)—)l,l

def TorusMatrix(p):
lis=[[[i,]3] for j in range(0,p)]
lis_aux=[[1lis[1][7]]
m=[ ]
for k in range (0,p) :
for i in range(0,p):
aux=[0 for j in range(0,p"2)]
for j in range(0,p):

_ (0 _ 1,0 _ (0
8(p—)p+1 = hO,pfl y8(p-1)p+2 = hl,pfl e 8p2 = hpfl,pfb
for each o, 0, ..., ag,,z over the finite field F,. The matrix

A is created in the order of the matrices h%) for k =0, ..., D
the first p rows correspond to the equations defined by each
coset in (9, the second p rows to the equations defined by
71 and so on. The matrix A contains as consequence only
zeros and one in each row, it are placed depending of the
variables that appear in each equation.

The function TorusMatrix(p) was programmed by the
authors in SAGE to construct the matrix A corresponding with
the above descriptions. This function returns the matrix A
associated with the torus T given the prime p that defines
the group C, x C, as argument.

for i in range (0, p) ]
for j in range (0,p)]

for i in range (0,p)]

aux[lis_aux[i][Jj][1]*p+tlis_aux[i][J]1([0]]1=1

m.append (aux)
for i in range(0,p):
for j in range(0,p):
lis_aux[i][j]l=1lis[(i+7) %

lis_aux=[[lis[j][i]
for i in range (0,p):

aux=[0 for j in range(0,p"2)]

for j in range(0,p):

1T ((k+1)x3) % pl
for j in range (0,p)]

for i in range (0,p)]

aux[lis_aux[i][Jj][1]*p+tlis_aux[i][]j][0]]1=1

m.append (aux)
return m

Other auxiliary function is defined to return the parameters
list [p,r,d]. The parameters r and d represent the rank of the

J

def TorusParameters (p) :

matrix A and the dimension of the torus respectively.

ml=matrix (GF (p),p* (p+l),p 2, TorusMatrix (p));

r=ml.rank () ;
Torus=ml.right_kernel ();
d=Torus.dimension () ;
return [p,r,d]
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Now, it is shown how to use the above functions in SAGE.

TorusParameters (2)
Output:
(2, 3, 11

TorusParameters (7)
Output:

[7, 28, 21]

TorusParameters (11)
Output:

[11, 66, 55]

The table bellow contains several calculations for differ-
ent primes p using the function TorusParameters(p). It is
important to remark that the torus Tg has p? elements for
each prime p, this fact proves the non-triviality of the torus.

Primes A Rank Torus dimension L-Rat. P. Q.
2 3 1 21
3 6 3 33
5 15 10 510
7 28 21 721
11 66 55 11%
13 91 78 1378
17 153 136 17136
19 190 171 19171
23 276 253 23253
29 435 406 29406
31 496 465 31465

Table 1. Torus parameters for different prime p. Column
header L-Rat. P. Q. means L-Rational points quantity

From the above table we can to establish as conjecture
that the rank of A satisfied the relation p(p+1)/2 and as
consequence the torus dimension is p> — p(p+1)/2 = (p> —

p)/2-
It is shown in the Table 1 that the set Tg(L) C Fp,,z isa

subspace over F,, with dimension (p? — p)/2 for G = C), x Cp,.
The Tg(L) subspace is defined by the right kernel of the
matrix A, i.e.

T(;(L) = F,,[V]] @FI,[\/Q} D... @FP[V(I,Z,F)/Z]

where {v;} is a subspace basis and so the group T¢(L) is
isomorphic to (IB'p((pz 2

Using the above facts, for the prime p = 2 the torus L-
rational points group Tg(L) takes the form

TG(L) = Fz [Vl]

with 2! elements. When p = 3 the torus L-rational points
group is written as

TG(L) =TF3 [vi] ®F3 [v2] ®F;3 [v3]

with 33 elements and so on for different prime p.

5. The k-rational points for .7; with L/k a
Galois extension with group G = C,r x Cps

It is known after the works [7] and [8] that the k-rational
points for .7} are infinite when k has characteristic zero and
L/k is cyclic. Specifically, when k = F, and L = Fy» the k-
rational points are used in cryptography. Now, we consider an
extension L/k with Galois groups G =2 Cy,r x Cps and we want
to find the k-rational points for this case.

Lemma 6 Let k be a field containing the p-th roots of unity
and L/k an extension with Galois group G = Cj, x Cp, then
T1(k) is equal to (k).

Proof. The k-rational points in the torus .77, are
Tp(k)={acL” :Nyy(a) =1 whenever k CM C L}.

Let G be generated by ¢ and 7 with 6” = 77 = 1, it is known
that every strict subgroup of G has the form H; = (67/) when
j varies in the range 0,...,p— 1 and H, = (7). Now, consider
the subextensions M; C L fixed by H; when, j takes the values
j=0,...,p,weneedtofindall & € L* such that Ny s, () = 1
whenever k C M; C L. The above considerations implies the
following equations for each H,

Nym, (o) = act/(a)(ot!)(a)... ()P Ha)=1
,p— 1, for j = p the equation

at(o)(t)(a)... (1) Ha) =1

for j=0,...

and the equation

ac(a)...c’ lot(a)... .
o’ lt(a)or? N (a)...oP 1P (o)

“

Npj(a) =

by the inclusion of field & fixed by G.

Recalling that all H; are different and the union of H; are
the elements of G without repetitions except the identity, then
multiplying the first p + 1 equations it follows that

1

ofoac(a)...c’  ot(a)...

o’ r(a)or’ N (a)...oP P N a) = 1.

From the last equation and using 4 we have o’ = 1 being
a necessary condition. If the field £ contains the p-th roots
of unity, then ” = 1 turns out to be a sufficient condition,
consequently .7 (k) is equal to (k). m

Theorem 7 Under the hypothesis of Lemma 6 with G = Cpr X
Cps and 1,5 > 1, then J(k) is equal to (k).

Proof. To prove the theorem consider G generated by ¢ and
7 with 6”" = 77" = 1. The group G = Cpr X Cps contains the
subgroup C, x C,, generated by o” " and 7" and so the
equation o” = 1 appears again using similar argument that the
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Lemma 6. This equation shows that the solutions must be the
p-th roots of unity, but we need to prove that these satisfies the
equations Ny /y, (o) = 1 for M; fixed by the other subgroups
in G that are not contained in C,, x C,,. As k contains the p-th
roots of unity and G fixes any element in k, then the subgroups
in G that are not contained in C,, X C,, induce equations in the

form ocPk" =1 for 2 < k; < r+s. The last equations contain
in its solutions the p-th roots of unity hence these are the only
solutions that satisfy all the equations. m

The example below illustrates these cases, besides show
how to construct a p-adic field extension with Galois group
G=C, xCy:

Example 8 This example is constructing an extension L/k
being Galois, abelian and splitting with group G = C3 x C3.
Consider k/Qs an extension non-ramified of Qs of degree 2,
in fact k = Qs(w) with w a primitive (5% — 1)-th root of unity,
thus it is ensured that k contains the 3-th roots of unity . Now,
consider L/k a tamely ramified extension with ramification
index e = 3 and residual degree f = 3 constructed as L =
k(w,/5). Using the theorem in ([4], p.251) with r = 0 it
is easy to prove that this extension is Galois and abelian.
On the other hand [5] proved that L/k split if and only if L
contains a prime T such that T° = T with Tt a prime in k which
vields ¢ = J x H with H the Galois group associated with the
extension L/k(\/T) that is non-ramified and then cyclic, i.e.
both H and J are cyclic groups (J is the group associated to
the Kummer extension K /Ky). In this case H = C3 and J = C3
therefore G =2 C3 x C3. Now, the k-rational points of I} are
equal to the k-rational points of Wy, then by Proposition 5

TL(k) = (Hp(k),-) = (Fp, +).
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